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[bookmark: _Toc239229976]Principles
They are more philosophical elements that guide and form the basis for the data-driven culture of the organization, its governance, and management.
Examples of Principles:
· Data is an asset and, therefore, there must be formal and final responsibility for it (accountability). Data and its content of all types are considered assets, just like physical, material, and financial assets, thus requiring similar organizational control procedures.

· Information must come from an authorized source, be available, accurate, complete, and unambiguous, as well as capable of being shared and cataloged (metadata). Data solutions will maintain strict alignment with the company's business, responding to its needs and the requests of the involved areas.

· The value of data lies in the intrinsic aspect it returns to the company, adding to and improving its operational and business objectives. Data governance must support this principle.

· Data governance is a business program and, as such, its formally approved definitions must govern IT's interaction with data, just like the business area's interaction with these same assets.

· Data governance is a shared responsibility between business area data stewards in partnership with IT professionals, who act in various data management functions (Architecture, DB, DW/BI, Security, etc.). The logical and functional union between Data Governance and Data Management forms the broader concept of Data Management.

· Each Data Governance and Management program is unique and must always take into account the specific characteristics of each organization and its culture.

· The best data stewards already exist and are rarely hired. They should be chosen from those already involved with data in their respective areas (SMEs) and who show interest in this new way of handling these assets.

· Shared decision-making is the hallmark of Data Governance, involving the various layers defined in its operational model.

· There is an implicit separation between Data Governance (DG) and Data Management functions. The Data Governance Committee, the Data Stewards Committee/Council, and the steward teams perform the "legislative" (defining the Ps) and judicial (judging their proper application) responsibilities. The Data Management teams (Database, BI, Security, Quality, Operations, etc.), together with the data stewards, perform the executive functions (applying, administering, coordinating, serving, and protecting data) through the precepts defined by Governance.

· The organization must define its DG operational model, which should contain (broadly) an executive support layer from senior management, ensuring sponsorship, investment, etc.; a group forming the DG Board, composed of senior managers, CDO, and data owners, who are positioned for final issue escalation, followed by a tactical area, where the leaders of data stewards are located, and finally, the operational layer where business and IT data stewards are positioned. Also there are the Subject Matter Experts (SMEs), some of whom are transformed into data stewards, vested with specific DG functions in their respective business units. A DG implementation group (Data Office) will be aligned with this layer, conducting day-to-day activities.

· Each company must have its data strategy as a guide for Data Governance and Management activities in the organization. Usually, a data strategy has the following ingredients:
· Mission, what the organization intends to be in terms of data.
· Vision, the image of the future.
· General and specific objectives, with all aspects based on the main business data objectives.
· Scope of the strategic data program.
· Business benefits and any gaps identified in the current state of data handling, via research or maturity analysis.
· High-level roles and responsibilities and a list of stakeholders.
· Operational scope of data governance.
· Approach used for the development of the data program.
· Metrics and indicators to monitor the program.
· High-level roadmap, with the main steps to be followed.

· With the growth of Big Data, Data Science, and Artificial Intelligence concepts, the company must establish ethical principles on data usage, preserving aspects of privacy, security, fairness, and rights, controlling its use to avoid problems at this level.


[bookmark: _Toc239229977]Policies
They are objective, direct, and regulatory rules, applicable to adjust behaviors, reduce risks, define responsibilities, etc. They can stem from principles.
It is important that policies are created strictly to achieve objective, applicable, usable, and disclosed controls, avoiding excesses and bureaucratic elements that generate impediments and demotivation.

Policies should be created based on a simple process and usually originate from current legislation and organizational guidelines. They should focus on business objectives and policies, data objectives, Data Governance and Management objectives, and cultural and structural aspects.
· Business objectives: Define policies to, in pursuit of business objectives, reduce risks, involving areas of security, compliance and regulation, sensitive data, relationships with clients and partners, always within defined ethical principles.

· Data objectives: Policies to prevent the inappropriate use of data, such as uncontrolled replications, to ensure the capture, storage, protection, security, and privacy of data, policies to promote understanding and availability.

· Data Governance and Management objectives: Policies for Governance, as the Legislative and Judicial body of the organization's data, and for execution aspects associated with IT.

· Policies for the different elements that form data processes (bodies of knowledge) such as data architecture, data development, databases, Big Data, IoT, data quality, DW/BI, Security, Metadata, and artificial intelligence application.
The basic elements of a policy are identification, definition (statement), objective and rationale, scope, applicability and exceptions, monitoring, violations and escalation, roles and responsibilities, promulgation, validity and review, attached documents, procedures (if any), and contacts. The Policy content should be tailored for each company.
In this link, there is an example of the Sebrae Data Governance Policy created in 2022.
Examples of policies:


· Quality:
· All company information and data will be selectively and gradually managed and measured for quality. Quality will be consistently assessed to ensure the data is used for its defined purpose. There will be data stewards responsible for the integrity and quality of data and its content across the organizational units involved in the data governance context.

· Collaboration in data usage:
· Organizational data will be shared as a resource across the company. Data must have defined ownership and accountability, meaning a business area will be ultimately responsible for its definition, standardization, metadata, quality, and business rules, with data stewards acting towards these objectives.

· Risk Management:
· Data Governance, via the data office and the operational model, will monitor, alongside the company's regulatory area, the risk analysis of data requiring compliance, ensuring its adherence to all federal, state, municipal, statutory laws, policies, and regulations. Appropriate and rigorous monitoring will be carried out to verify this compatibility (adherence). Aspects related to ethics in data usage will be monitored by the risk area, especially in artificial intelligence inferential applications.

· Security:
· All passwords must be changed every three months, with complete alteration of their content and a prohibition on using the last four occurrences.

· Privacy:
· Company data under the regulatory effect of the GDPR/LGPD, General Data Protection Regulation, of the European Union or Brazil's LGPD, must be under the strict control of data governance and its responsible stewards, and will merit specialized handling via a CPO (Chief Privacy Officer), if applicable.

· Data Architecture:
· Organizational data will be shared as a resource across the company. Organizational data is not a resource that can be exclusively owned by specific company areas.
· All logical-level data models must be compatible with organizational conceptual models and must be approved according to policies defined for this purpose.

· Master and Reference Data:
· Master and Reference Data may only be modified by Owners and/or Stewards or, by exception, through DG decision, via the Committee of Data Stewards involved in the relevant subject areas.

· Compliance:
· Policies for regulatory standards must consider and reflect on: how relevant and important the standard is to the organization; what its interpretation is; what policies and procedures are involved in the standard; whether there are already standards that can help; whether the organization already shows current compliance with the standard; how this conformity occurs; how conformity should be in the future; how to demonstrate and prove conformity; how to monitor conformity aspects; how frequently the standard will be reviewed; how to identify and report non-conformities; how to manage and correct non-conformities, and how to respond to rejections or notifications regarding compliance issues.

· Alignment with cultural and structural aspects:
· Aspects related to the value of data, from a business perspective or a market perspective and possible monetization, must be periodically reviewed.
· Depending on the company's size and geography, aspects related to the centralization or decentralization of DG functions, along with defining the context for applying its definitions, must be analyzed and/or reviewed.
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